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(gdb) r

Starting program: /home/sense/Desktop/@509antitest/asrproxy/asrproxy

[Thread debugging using libthread db enabled]

Using host libthread_db library "/lib/x86_64-1linux-gnu/libthread_db.so.1".

This application is protected with unregistered version of VirboxProtector. 6 da
ys left

rogram received signal SIGABRT, Aborted.
 GI ralse (sig=sig@entry=6) at ../fsysdepsfunix/sysv/linux/raise.c:50
50 .. /sysdepsfunixfsysv/linuxfraise.c: No such file or directory.

Program terminated with signal |SIGABRT, Aborted.
The program no longer exists.

wiGkltIhReE, ERIDATERINRIFERIEFATER, BRI

E Output window

F1FFABLC: thread has started (tid=28728)

Debugger: thread 28728 has exited (code @)

F1FFABLC: thread has started (tid=28721)

D3515886: loaded /data/app/com.KLS.LetteClear-Xgwwm2xcylubQuChidmk?Hg==/1ib/arm/1ibmain.sc
D33C7888: loaded /system/framework/oat/arm/gson.odex

D3BLlE3EA: got SIGSEGV signal (Segmentation violation) (exc.code b, tid 28663)

F284124C: got SIGSEGY signal (Segmentation violation) (exc.code b, tid 28663)

D2FeRaRE: loaded /data/app/com.KLS.LetteClear-Xgwwm2xcylubQvChimk?Hg==/1ib/arm/1libmono. so
F1IFFDFAA: got SIGABRT signal (Abort) (exc.code 6, tid 2B8663)

FIFFDFDC: got SIGABRT signal (Abort) (exc.code 6, tid 28663)
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Library function [l Regular function [l Instruction Data Unexplored External symbol

—_

IE Functions window O &8 x IDA View-A @ @ Hex View-1 @ Structures
- ~ ; [@eeeeeeDC BYTES: COLLAPSED FUNCTION _time. PRESS CTRL-NUMPAD+ TO EXF

Function name _ti

[#] sub_s01000 . m=ms=msms====== SUBROUTTINE

[F] sub_s01030 )

|£] sub_401050 ; Attributes: library function noreturn bp-based frame

[F] sub_401080

[£] sub_ao1080 public start

[F] sub_401080 start proc near

[7] sub_s01140

= - var_68 = dword ptr -68h

|; nullsub_10 1pCmdLine = dword ptr -64h

[f] sub_401170 .text:0B4856F4 var 68 = dword ptr -68h

I; sub_401180 StartupInfo = _STARTUPINFOA ptr -5Ch
sub_401190 ms_exc = CPPEH_RECORD ptr -18

F| sub _ N P h

|F] sub_401270

[F] sub_401290 5 _unwind { // pt_handler3

7] sub_401320 :EE esp

3 ¥

|#] sub_s01330 @FFFFFFFFh

L£] sub_401340 offset stru_416AB8

I; sub_4013F0 offset  except handler3

I; sub_401410 eax, large fs:@

|£] sub_a01480 eax

¥ | sub_401480 large fs:8, esp

[F] sub_401400 = 53h

[F] sub_401550 o

[#] sub_401510 ::i

I; sub_401630 [ebp+ms_exc.old_esp], esp

I; sub_401690 ds:GetVersion

£ | sub_4016C0 edx, edx

|£] sub_4018D0 dl, ah

(7] sub_401770 dword_41E524, edx

7] sub_401750 ecx, eax

ll? sub_ml?cu and ecx, @FFh

= sub_ mov dword_41E528, ecx

l; sub_301780 shl ecx, 8

|; unknown_libname_1 add ecx, edx

|£] sub_401340 mov dword_41E51C, ecx

IL sub_401870 shr eax, 18h

71 mov dword_41E518, eax

|£] sub_401a50 _: 3

[F] sub_401a70 push 1

A - call heap_init

[ ] sub_a01a80 — -

[F cok animen pep sex

e RiFlE, WERMTR:
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Library function [l Regular function [l Instruction Data Unexplored External symbol

E Functions window O &F x IDA View-A a @ Hex View-1
Function name Segment
% sub_4B9EAQ virbax3
£ | sub_4B9ER2 .virbox3
[¥] sub_assECs virbox3 I
[7] sub_4saeEa virbex3
[F] sub_4BoF12 virbox3
F| sub_4B9F40 virbax3 .
% sub_4B9F67 virbax3 public start
) start proc near
Izl sub_4BaF79 Wwirbox3
Izl sub_4BIFE3 Jvirbox3 var_d= dword ptr -4
[¥] sub_4Banas virbax3
Izl sub_4BA095 wvirbox3 pusha
[¥] sub_4Ba0D4 virbex3 call  sub_4C1BDD
Izl sub_4BA1D0 Jvirbox3 popa
E sub_4BA499 Jvirbaox3 SUbh esp, 4
Izl sub_4BA43E Wvirbox3 Eﬂzh ZE:
IE sub_48A482 ~virbox3 mov eax, offset dword_4C85A0
IE sub_4BA51E -virbox3 mov ebx, ds:dword_4C3548
E sub_4BAS56E Lvirbox3 add eax, ebx
[¥] sub_4Basas virbax3 mov [esp+@Chtvar_4], eax
Izl sub_4BAG3E Wwvirbox3 pop ebx
[7] sub_4sacaF virbex3 pop eax
7] s socos oo i i = s
[¥] sub_4sa60B virbax3
Izl sub_4BATZF Wvirbox3
i’ sub _4BCE01 \virbox3
= ——— . -

4

B
&
E
30
T

ftﬁg ltl..'u

[R3E
ASRBIREES, —REHTENEFINE, FRl—MINgE LN, (BTSRRI,
Virbox Protector 3753 x86/arm/.net il RFISSHHTIRIAE.
Ige
HELRIRIES , FhLLEEo1T.

o fim

1. BiRImE, DR,
o R
B THEEIRK.

FRIPRE

* x8CIRMIRERARIFRI, WERTR:


af://n249
af://n250

text:08414485 ; _ unwind { // loc_414CD8
Ltext: 08414485 mov eax, offset loc_414CD8
Jtext:eed4144B4 call __EH prolog
Ltext:084144BF push ecx
Ltext:884144C0 mov [ebp+var_18], ecx
STtext:eed414403 mow dword ptr [ecx], offset off_416508
text: 08414409 ;  try {
Ltext:004144C9 and [ebptvar 4], @&
Ltext:eed144CD add ecx, 4
Ltext:eed4144D0 push ecx 3 vodid **
.text:08414401 call ?AfxDeleteObject@@yGXPAP ; AfxDeleteObject(void * *)
text: 08414406 mov ecx, [ebp+var_C]
Ltext: 08414409 mov large fs:8, ecx
.text:eed4l44E0 leave
Stextieadl44E] retn
text:e84144E1 ; T // starts at 414409
Ltext:ea4144E1 ; } /S starts at 414485
Ltext:084144E1 sub_ 4144B5 endp
Sextregdl44E]
o x86 ZERRIFE, WERTR:
Ltext: 88414485
Ltext: 88414485 loc 4144B5: ; CODE XREF: sub 412E@B+31p
Ltext: 88414485 call sub_466CF8
.text: 88414484 out 6Ch, eax
Ltext:8841446C sub [esi+58h], ebp
Ltext:884144BF call sub_466094
Ltext: 08414404 push 55
Ltext: 80414405 adc dword ptr [edi-37245E23h], 64h
RIS, o e e e e T T T T T T T T T T T T T e T T T T L T
Ltewt: 88414400 db @F7h
I Il - e e A R e R R R R e T S SR S S m R S o
.Ttext: 88414400
Ltext: 80414400 loc_4144CD: ; CODE XREF: .text:8841453D!]
ctext: 88414400 dec ebx
Ltext:884144CE or ebp, edi
Ltext : 88414406 adc bl, bh
Jtext:eed414402 movsh
Llewt:8e414403 cmc
Ltextiaed14404 mov [ebx-18h], edx
Ltext: 88414407 test [eex], ebp
Ltext: 88414409 add eax, 1182B266h
Ltewt:B841440E jle short loc_41447C
Ltext:884144E60 mov cl, 16h

Ctext:eedl44E2

* ARM ZEHIRERRRIFRD, JERTR:



text
Stext
text
text
text
- text
LText
Text
Stext
text
text
text
text
LText
Text
Text
Stext
text
. text
text
Text
LText
Text
Text
text
text
. text
Text
Text
text
Text
fext
text
text
. text
Text
dext
text
Text
text
text
text
Ltext
Text
Ldext
text
fext
text
text

1B 7EESC
1 BBaveESC
1@BaveESC
1 BBa7eESC
t@ea7eESC
t@Ba7eEAC
(e 7eESC
1A 7EESC
1 BBB7BEIE
1 BBBTEEAB
(BBETEEAZ
1 BBa7EEAL
L BBB7EEAG
(BRE7EEAR
L BRET7EEAA
1 @BaveEAC
1 BBBTBEAE
1 BBE76ERS
1 BBB7eEBR2
1 B2a76ERSL
1 BBa76EBS
1A 76EBE
1B 7EEBA
1 @Ba7eEBC
1 BBB76EBE
1 BBE76EBE
t@BB76EBE
1A 76EBE
1 Bpa7eECE
1B 7EEC2
1 @BaveECS
1 @BaveECE
1 BBETEECS
LBBE7EECC
tBBB7EECE
a7 oEDe
1R 7EED2
1BeaveEDS
1 @Ba7eEDE
1 @Ba7eEDS
L BBE7EEDA
L BBE7EEDC
e 76EDE
1A 7GEE®
1 @B87BEE2
1 @B87BEE2
1 @BE7eEE2
1BBB7eEEZ
tBBE7EEES

; android::register_android_database_CursorWindow(_ JINIEnv *)
EXPORT _7N7android38register_android_database_CursorWindowEP7_JNIEnv
_ZN7android38register_android_database CursorWindowEP7_JNIEnv

3 _ unwind {

loc_76EBE

loc_76EE2

LDR

LDR
ADD
LDR
LDR.W

ADD
BLX
CBNZ
LDR
LDR
LDR
ADD
ADD
ADD

MoV
BLX

i}

i}

CODE XREF: android::register_android_database
DATA XREF: LOAD:e@@1B738To

{R3-R7,LR}

R4, RO

R6, =(afAndroidDatabas - @x76EAS)

R3, [RE]
RG, PC

"android/database/CharArrayBuffer”

R2, [R3,#8x13]

R1, R6
R2
RS, R@

R@, loc_76EBE

RO, =(aClazzNull - @x76EBA)

R1, =(aCursorwindow - @x76EBC)
R2, =(aUnableToFind{l - @x76EBE)

R@, PC
R1, PC

]

"clazz == WULL"
"CursorWindow”
"Unable to find class ¥s

CODE XREF: android::register_android_database

R6, =(alata - @x76ECSE)

R1, RS
R@, [R4]
RG, PC

"data”

R3, =({aC - @x76ED4)
R7, [R@,#8x178]

R2, R6
R@, R4
R3, PC
R7

>

of | o

RO, loc_76EE8

R@, =(aResNull - @x76EE®)

R1, =(aCursorwindow - @x76EE2)
R2, =(aUnableToFindSt - @x76EE4)

R@, PC
R1, PC
R2, PC

R3, R&

i}

>

i}

]

__android

"res == NULL"
"curs indow”
"Unable to find static field %s”

; CODE XREF: android::register_android_database

android: :register_android_database CursorWind

log assert

000G7EEE ODO7EEEE: android: :rezizter_android databaze CursorWindow( JWIEnr #):loc TGEEE (Synchronized with Hex View—1)
i

o ARM ZRGRERR(RIFIE, SNEIRT:



StexteesdsESC
.text:@Be98E9C ; androdid::register_android database CursorlWindow(_ JINIEnv *)

Ltext:eee9sE9C EXPORT _ZN7android38register android_database CursorWindowEP7_JNIEnwv
Ltext:@8e98E9C 7N7android38register android_database CursorWindowEP7_INIEnv
Lext:ees9seaC 5 DATA XREF: LOAD:@888CSE@To
Ltext:@ee98E9C ; _ unwind {
v [ text:88898E9C B.W _ZN7android38register android database_CursorWindowEP:

.text:@Be98E9C ; End of function android::register_android database CursorWindow( JINIEnv *)
text:eesdBESC
SEEXEIBBBIBEAR | — - - - === oo

text:0@003EAR sues RE, #BxFG
Ltext:@ee98EA2 STRE R4, [R4,#8x1B]
.text:8BR98EAL
Ltext:ee8958EA4 loc_93EA4 3 CODE XREF: .text:8@883ABES!]
text:eee98EAL ADD RG6, PC
1 |.text : B8B9BEAG B.W loc_3ABCC
fext:@@098EAA ; -——---—--"-""""""""""" "
.text :BBROBEAA BLX R2
text:88098EAC MOV RS, RB
Ltext:eee98EAE CBNZ R®, loc 98EBE
v [ text:@BB98EER B.W loc_3Al148
R TR o e e T e e e
v [text:eee98EBL B loc_98BEe&
LR I BB BEBE § - - - - - - - - - - oo
text:e@e08EBE ADD R&, PC
text:00098EBE ADD R1, PC
.text:88898EBA ADD R2, PC
Ltext:eee98EBC B loc_S98EE2

SEEXEIBBBIBEBE  ~- === - m = m oo oo
.text:@BBIBERE

.text:@8A93EBE loc_98EBE ; CODE XREF: .text:8@8@93EAET]

 |.text: BBB98EBE B.W loc_3Al1C4
.text:®®@98EGBE ; -—-—-—-—-—--"—"—""""">""">">">""""""""""""""""""""""""""“"“""""
fext0e098EC2 DCW @xC7B2
Ltext:@8898ECA DCD @xF7A1447E, BxSAS5BUBY, Bx2BEE33ZF4, @xATBBAATE, @xF7/ALED48
Lfext:00098ECA DCD @x2710BAGL, @x44704478
R IR oo e e e e e e e e e e e P s B S e e e e e o
.text:@BR0BEER ADD R2, PC
Ltext:ee@98EE2
.text:08098EE2 loc 98EE2 ; CODE XREF: .text:@8@98EBCt]
.text:@@R98EE2 MOV R3, RB
Ltext:08098EE4 BLX sub_713B4

v [.text:BBROBEES B.W loc_3A3e8
P UIRERR e e e e e e e b e B e B e b
text:@BB93EEC DCD @x447F7818, @xF7A1447E, @xD581BA99, @xA4E4T7EFD, @xBEGLE84B
text:@BR98EEC DD @xA7ERI47E, BxF7A1B198, Bx64B1BADE, @xF7A14479, BxFJA1BE1D
.text: @@e98EEC DD @x35BEBBGR3, @x4798233B, @xF7ALBOGE, @x73SCBBAT, 8x44794478
Text:@8a98EEC DD @xE@lB447A, @xBBE2F7ALl, @x44785ED5, @x447A4479, @xF7ALETD3
.text:@B@98EEC DD @xFB91BC11, @xAAFEDASE, @x44794A1FE, @xBCAEFTAL, BxA628447A
dext ee@98EEC DD @xECS4F7D7, @xBCBCF7AL, @xBCDAF7AL, @x4478ABCT, @xd44724479
text@e898EEC DCD @xEA26F7D3, @xBFBBBDFS, @x52DAC, @x4E242, Bx52BA3

QO09SESC O0098ESC: android: iresister android datshase CursorWindew( THIEnw #) (Svnchronized with Hex Wiew—1)

K3 E#IE

[RI2
BRIGIESHIRNBENNEINIES, RHREREEMNARFHEURIT.
IsE
PiERIaTE<, FrLLAUEBZAE D,
* =
tRIFsEER, TIPSR RIaRIISIEE.
* MR
BETHER.
53NNz (Native)
[RiE

EBINEREER SMC (Self-Modifying Code) K, 1SRIGHIRENING, EREHRIAITII A SR ERE
B HATRICRIF 0.


af://n280
af://n292

g
BRisS, BLEEDE Dump,
. fh
1. BTN, JESEMARE,
.
1. BEHTEARE, REZEESRAM.
(P EE
o HPE, MERTR:

T

start proc near

var_68 = dword ptr -68h
1pCmdLine = dword ptr -64h

var_6@ = dword ptr -6@h
StartupInfo = STARTUPINFOA ptr -5Ch
ms_exc = CPPEH_RECORD ptr -18h

;3 _unwind { // _ except handler3
.text:884856F4 push ebp
mav ebp, esp
push @FFFFFFFFh
push offset stru_416AB8

push offset _ except_handler3
mav eax, large fs:@

push eax

mav large fs:8, esp

sub esp, 58h

push ebx

push esi

push edi

mav [ebp+ms_exc.old esp], esp
call ds:GetVersion

xor edx, edx

mov dl, ah

mav dword_41E524, edx

mov eCx, eax

and ecx, BFFh

mav dword_41E528, ecx

shl ecx, 8

add ecx, edx

mav dword_41E51C, ecx

shr eax, 18h

mov dword_41E518, eax

push 1

call __heap_init

pop ecx

test 2ax, eax

jnz short loc_4@575F

push 1Ch 3 NumberOfByteskWritten
call _fast_error_exit

o RiFf, WEFTR:



Text:
Jext:
Jtext:
ext:
Ltext:padas6FE
1 BB4B856FE
JEext i padas6FE
Jtext:pa4856FE
text:84856FE
Ltext:padas6FE
1 @84856FE
JEext i padas6FE
Ltext:pa4856FE
Ltext:B84856FE
Ltext:padas6FE
1 @84856FE
Jtext:padabeFE
Ltext:pa4856FE
text:p84856FE
Jtext:pa4856FE
1 @84856FE
Jtext:padabeFE
text:pa4856FE
text:p84856FE
Jtext:pa4856FE
text:84856FE
Jtext:padabeFE
text:pa4856FE
JEext i padas6FE
Cext:eadas7rC

text

ext

ext

ext

db 48h, 42h,

&5h, 45h, 35h, 2 dup(@csh), 14h, 9zh, 9, 4Dh

db @AFh, @AEh, 1Ch, @B8h, Seh, 8, 4Ch, 38h, 70h, @Dh, @Eah
db @F3h, 8Ch, 19h, @ACh, 12h, @C8h, 62h, 4, 36h, @Ah, 35h

db 7&h, 7Fh,
db @Adh, @Dah, 1, @EEh,
db @B2h, &1lh, &Dh, 75h,
db 65h, 33h,
db @A7h, 45h, 66h, 8Fh,
37h,
2Eh,
@Adh, BF2h, 3, @Adh, 17h, 5Ch, 49h, @Fsh, 27h
9gh,
7Fh,

db 9gh,
db 64h,
db 8Dh,
db 78h,
db 85h,

@F8h, 79h, BE7h, 6, 62h, 4Eh, 51lh, @Ah, @Ath
8ah, @A3h, 2Eh, 3, @Clh, 69h, 8Deh
4Dh, 81h, 92h, 87h, 58h, @BCh
@csh, 69h, BCsh, @BAh, @CDh, 8Clh
@FFh, 71h, @CFh, 9Dh, 4eh, @Beh
16h, @EEh, 7Dh, 42h, 78h, 2 dup(3sh), 1Eh
83h, 26h, @D8h, 75h, @DDh, 3Fh, @Alh, @Ezh

@E7h, 8Bh,

@CBh, 7, @BBh, 7, @AEh, 8%h, &1h, 98h, 9Bh
78h, @F8h, 9Eh, 5Eh, @FAh, @DBh, 57h, @C7h

db @FCh, 38h, @AEh, 64h, @Ch, 85h, &7h, 3ah, ©Bzh, 9Bh
db 7, @Fsh, @EAh, ®ACh, 8CSh, @Bah, 8Bh, 67h, 65h, @DSh
db @D2h, 96h, @CDh, 3Dh, @Doh, @B7h, BFEh, 83h, @FSh, 3Eh
db @B4h, @ESh, 82h, 9Bh, 82h, &6h, BCEh, 49h, 2Dh, 7Fh

db 11h, &Eh,

@F3h, @DEh, @FEh, 72h, 4Bh, 37h, 32h, 38h

db @aDh, @B2h, BEEh, 3Dh, 17h, 62h, S3h, &3h, 30h, 28h

db 85h,
db 51h,
db sch,
db SFh,
db 7Bh,
db 75h,

Bal{tiRP
{#F map X{¥

IR T EFTPEIZFR R LIRS NER, EEmap XA IN7 T EMFTPEIZFIT R EUE AR

HENAHITET.
{&F BCB 4Rk map X4
BCBLFR (Borland C++ Builder) , {EFC++ Builder TE4Rmap3Zi4.

o TiEREWTE:

@FCh, @Dh, 34h, 68h, BACh, 45h, 68h, 28h, 92h
36h,
@EFh, BFsh, @C3h, 76h, 2Eh, 3Ch, 75h, 3zh, 63h
@AGh, 7, 99h, 57h, 15h, @E@h, @FDh, @FSh, 4Dh

@E3h, 65h, 7Fh, 1Dh, @B7h, 8Bh, 65h, BESh, @FFh
agh,

@D6h, 86h, 5Dh, 7Ch, &Ch, 46h, 31h, 43h, 35h

@EBh, 3Fh, 18h, 2 dup(@)

72y

B8 C++Builder 6-Project2 g L

File Edit Search View

Project ;& Component Database Tools Window Help H|<N°n9>

LX)

DE-H| g {6 Add to Project...

Shift+F11
(=% Remove from Project...

Object TreeView

] Import Type Library...
EPF Add to Repository...
View Source

mdal+ ¥
1 Forml

& Edit Option Source
Export Makefile...

Languages 4

& Add New Project...
3 Add Existing Project...

Alt+F3
Ctrl+F9

D13 Compile Unit
Ch Make Project2

& Build Project2

% Information for [none]

£ Make All Projects

]

TP Build All Projects

e

e
Lt Uptuons...

E Options... Shift+Ctrl+F11

E

I Object Inspectar

in32| Susteml Drata Accessl Drata Eontrolsl dbExDressl DataSnaDl BDE | ADO | InterBasel ‘wiebSen

ARl gk 6 HB =[] F
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Project Options for Projectl.exe

S

Yerzion [nfo I Packages I

Tazm I
Forms I Application I Compiler I Advanced Compiler I C++

FPascal Advanced Linker I Directaries/Conditionals
— Linking 1 — W arnings

[¥ Create debug information Al

W Use dynamic RTL ' Selected W arnings |

CORBA | CodeGuard

[~ Use debug libraries
[T Generate impark librany

[T Generate b file
[¢ Don't generate state files

hd & errors: IEI j

— Map file
©ogf
" Segments
¥ Publics

" Detailed

v iShow mangled names

— PE file ophions

ki stack size: IM

bl ax stack size: IW
Min heap size: IM

b ax heap size: IW
Image baze: IW

Subsystemn major: |4 j

Subsgystemn minor; IEI j

[T Default oK

Cancel | Help

.,

ERVCEREmapX 4
o TIZEEMTE:

B test - icrozof Visial == ~ e I

Set Active Project
Add To Project

] [Globals]

Workspace 'teci®
=-EH test files

Dependencies...

Settings...
Export Malefile...

Ela Source Files

Insert Project into Workspace...

M L |


af://n322

Project Settings - @Iﬂj

i B .
Settings For: |Win32 Debug j General | Debug | CiC++ Resources | Bi EE

’ Category: |General j Reset

Qutput file name:

|Dehugj‘test.exe

Objectflibrary modules:
|kerne|32.|ih userd2.lib gdid2.lib winspool.lib comdlg32.lib

v Generate debugq info [ Ignore all default libraries

I+ Link incrementally II7 Generate mapfile I

[ Enable profiling

Project Options:

kernel32.lib user32.lib gdi32.1ib winspool.lib &
comdlg32.lib advapi32_lib shell32.1ib ole32.lib (o
oleaut32_lib uuid.lib odbc32.lib odbecep32.lib

*

0K Cancel

{3 VS &R map X4
o TRRBMTE:

w testl - Microsoft Visual Studio (Administrator)
1

FILE EDIT VIEW J PROJECT 11[[} DEBUG TEAM TOOLS TEST ARCHITECTURE AMNALYZE WINDOW  HELP
a

|
- |?E'C) % AddC ’ DEbL"g'|P ] | |. =
stdafx. =

2

-

w
e . ,

= [ O Add New Item... Ctrl+Shift+ A _” (Global Scope)
T 1 'O Add Existing Item.. Shift+Alt+A

% #- Exclude From Project

7 1

#1 B Show All Files

VL Rescan Solution

{ it Set as StartUp Project
B Manage NuGet Packages...

}I &  testl Properties... I 2

Malp S58|D

nosay

[ I I e ILY ) R SR PR N I

testl Property Pages &I&J

Configuration: | Active(Debug) | Platform: |Active(Win32) v] l Configuration Manager... ]
I Common Properties - Generate Debug Info Yes (/DEBUG)
4 Configuration Proper‘tiesl Generate Program Database File $(OutDir)$(TargetName).pdb
General Strip Private Symbols
Debugging mle Yes UMAF)
VC++ Directories |z Map File Name $(TargetName).map
b C/CH+ Map Exports Yes (/MAPINFO:EXPORTS)
1 4 Linker DEDTggEDte sty 4
a. General
Input =
Manifest File
Debugging
ystem
Optimization
Embedded IDL Generate Debug Info
Windows Metada = | | The /DEBUS option creates debugging information for the .exe file or DLL.
] 1 | 2
m= ][ s
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{5 VB6.0 ARk map X4
o THRREWTE:

Tzame S — lue2® s

HENE | B | S RGERR R

wEZE - =
wEzeTE N
HEE LINE
HR{F V) MAP
| EE [ BuE |
FHREEE)
T8 Iz} i
CATATTHA BASE D:\apache—tomcat—3. 0. 0. M21 I—I
CATATTHA_HOME D:‘apache—tomezat—3. 0.0, M21
ComSpec C:'Windews'sypztem3Zicmd. axe
FP_W_HNST © Hh i
(2. ||[wWE@... | [ WEEo |
Tﬂ | ®=E || BuE |

{6 Delphi &R map X4

o TEREBWTE:


af://n335
af://n340

3 Projectl - Delphi

File Edit Search View Refactor | Run Component Tools
M9y G~ Q| @%’ #1 Add to Project... Shift+F11

&k Structure
RN N 2
_____ ™1 Form1 Languages k
View Source

v

Remove from Project...

[ (8

|
|
Add to Repository.. %

Add Mew Project...
Add Existing Project...

QA Metrics...
QA Audits...

Format Project Sources...

U@l et

Maodeling Support...
=¥ Compile Projectl Ctrl+F2
{2 Build Projectl  Shift+F9
[« Syntax Check Projectl
@

Information for Projectl

Compile All Projects
* Build All Projects

Resources and Images...

&£ Object Inspector Dependencies...

Form1 TFormi Project Page Options...

Properties | Events |

# | Action

Artivaamtral




-
{.¥ Project Options for Projectl.exe (Win32 - Debug)

4 - Delphi Compiler

- Compiling 1
- Hints and Warnings

Target: Debug configuration - 32- - [ Apply... ”

Save... ]

P Debug information true
Du;ugt T EXE Description
} Generate console application [ false
4-Resource Compiler Image Base 400000 9
.. Directories and Conditionals a9 2
,Bzu"d Events
. °:rance Mirimum Stack Size 16334
] Output resource string .drc file || false
- Version Info . T | -
. e Flace debug information in separz| | false
T T — Set base address for relocatable i0
‘ Debuager Set extra PE Header flags 0
:gg bol Tables Set extra PE Header optional flag|0
e Set OS Version fields in PE Heade 5.0
i Environment Block : ;
Set Subsystem Version fields in PE 5.0
Set User Version fields in PE Head 0.0

| ok || cancel | | Heb

—

{6 SDK 5%

SDK TEE, &ELUt. S#SEURMSSE, BRAEREINERETE SOK RS SESA IR ERP
RIBREE T, XEFERRIAHITIER, £ Virbox Protector I TESHIAEHEDHTH SDK FRAIHR
¥, XFERBEE R OIBRTERIIE. BRiIscRF, VBProtectBegin (EHIRIF) |
VBVirtualizeBegin (FEHMLIRIP) , VBMutateBegin (GEi&IRIF) , VBSnippetBegin (BEHLCHD
R#F) VBProtectDecrypt(FaIIIf#E). [ER: SDK tR&Ress R HEIRBHE]

EREIRIRRIA
pE=E

o HEEERSINEL, AsIFshShnEdll (BP LoadLibrary B9/5) .
e VBProtectBegin, VBVirtualizeBegin, VBSnippetBegin LA VBMutateBegin &[0, (EARIF
TS, TRESHMREELA,

o ENRIFFFERSERIE ANSIH BRI, XHEEMERE LRSI ER, SUMEER
7ELEE.

o & Begin W— End, SERXHIR, FE—RHBEEAZEHIES Begin+End,
o YN SDK FRRAYRIFS T TR AP AREFIRIFATURRT , AT EHIIRIF A,

 Begin+End SIERBERIFAT 3 1788, (RABERIRBIECHEMRIIES/NT 15 =1, B
LA ERENRTIERE L)

o SDKZFNEEE, 97932 LAK 64 {1, 1EERARHEREIT AERIERmEIE U TINHRINAY
FE.

o BRBEASHFINES: ZIES. JavafERF. Unity3d.
* Begin/End R3HREE.
e VBProtectDecrypt #INFHIF FEREE B&E P XANKELIE 16 BIEEL.


af://n347
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eg: char g_test_string[16] = {"test_decrypt"};
e VBProtectDecrypt EAEPXFUEHE FXABERR—MEFKX,
e VBProtectDecrypt fE NRYE /T X REERFERRES), BI£BZE. BARIERSER demo,
o Net FRFERIARSTH.

FRIRINGEE
o NMENFHBLAZFEE.
o tAILAfER VBDecryptData B EEUENNE, (EHEIKEHBLARREE.,
o FRIBMESHFNSEELIT LM
o HIEFFIHMEE:
VBDecryptStringA("test_string");
o [FEEFSEE:
static const char g_string[] = "test_string";
o £FTE:
char g_test_string[] = "test_string";
const char g_test_string[] = "test_string";
static const char g_test_string[] = "test_string";

o WIREFTTFELNTRES ST ABINZNEYRE, MRS, FR -fpic 8 -fpie I0E -
02 #RiFEMY 32 i Linux F2FILEEREVRIARE . ENEEREHNESRE.

o MFRITRESBHENEEEFRSFH AR, WRRAMETEHF—), SSHHE, WLATM
fig:

const char* a = "test_string";
const char* b = VBDecryptStringA("test_string");
printf("a = %s, b = %s\n", a, b);

RSN, FTESGEa, TaEL 2D,
4R .ssp EoE {4

FaER ssp X4

FESHHENE] Virbox Protector TR, FAENERE, RE"REETEE S REFMEHRE TN
B, ENXHE—EBRTRER— ssp BEM 4.


af://n380
af://n412
af://n413

=t ) L—'@ ,_E; ] ]
Bl FHEE (C) » BA o test » S@E | HANHE |REEGER  (EAAES | RIVAFRE  RPEERE

-

£ M /EFE - - .
/ Q ExEE U EEiEm ) DRI
Linux_PlayOgv_x64 FE Tetrisl. exe
python 2TERAT" v it
python-ds i () PE_Tetrisl. ssp. exe
test1218

v REIEN

thinkphp
unity FAFRP
Virbox_protector
. - B4R
L. Net RetroSnaker.exe
|£| ClockDemao.jar HRIRR
LI java v
| | libpycall.so
| | libpycallclass.so v hnti
(& o.exe Anti hardware breakpeint |
PE Tetrisl.exe
Anti memory breakpoint |

| PE_Tetrisl.exe.ssp
|| pyqt5_test.cpython-36m-x86_64-linux-g Enable memory Check O

| | samplewar

|| virboxwbpsin v
Bah&ERk ssp 4%
FERXFRHESER, R(1EEINMEHERTE.
FERGSITIRFRIR
Virbox Protector s S S5k
we iR (A ith i) iR (=) &it
filename IEERRIPIESE
-u3d $EXT Unit3D FR{RIP /
-0 output ERPER MR

Virbox Protector

Linuxip ST

1. ZEERERAZE, PALnuxESTRER 51
e {EAVirbox Protector R T E4MEENM (Tli%)
o HEMEESH, TILAERE TR AL REURIP MU RIP B TR
o EFREMEENH, NRSFFEARNACORE
o FIFEZIREO, HAEvirboxprotector_con"FfERIERIR, BEIEHIA virboxprotector_con"izfT
AEEFHER

sense@sense:~ /L i >tector_1.5.0 inS ./virboxprotector_con
SenseShield virbox [vers
Copyright(c) SenseShield Technology Co., Ltd. All rights reserved.

VirboxProtector con <filename> [-o output]
-u3d : protect for unity3d.
-0 output : output file name.
? : show help information.

o HNARFEER, HMUFNEFIRIRGIAR, TEHKKFBHEREUFT
@ VirboxProtector_confUi&R FTERIRIPHTERFIER -0 BHSHAIERE

o RBEFRENGFT], {EFVirbox Protector{f#IS4RR" Can not find the license”, WEFf:


af://n416
af://n418
af://n419
af://n421
af://n422

boxprotector_1 binS$ ./virboxprotector con '/h
est}cb_bytcﬁ_tcst' ' /home/sense/Desktop/virbox_ test

Jcb_bytes test.ssp.vp’
SenseShield Virbox [version: 1.5.0.10808]
Copyright(c) SenseShield Technology Co., Ltd. All rights reserved.

loading cb bytes test ...
Error (13000020): Can not find the license.

o aﬂcﬂﬂﬁ_ﬂ: fEFVirbox Protector{%?F'EJZIJJ WEF7R:

yxprotector_1. bin$ ./virboxprotector_con '/h
cStfcb_bytcS_tcSt - /hochSenSchesktopfv1rbox test

/cb _bytes test.ssp.vp'
SenseShield virbox [version: 1.5.0.10808]
Copyright(c) SenseShield Technology Co., Ltd. All rights reserved.

save as cb_bytes_test.ssp.vp ...
Succeed.

2. Unity3DIERERRGE

Unity3D{EA—MEFIRRYSHREY, IS BREFRIRIPATVAE, $%3Windows, Linux#imacos¥a
AYUNity3D, TBEXSUNity3DENBFHITIRIP; FXFAndroidSEERIUNity3D, FTEXFUnity3DAYapk
BHTEHR. BALinux Unlty3D731§U:

e {#HFRVirbox Protector R T E4MEENE (k)

o ITFRIREN, HAE"virboxprotector_con”FRERIIRIR, EIEHIN"virboxprotector_con”i&{T
o EEHHER

o HXNARFEHER, MISETFTRIREAR, FERERBHEEREUTA

@< VirboxProtector_confIE&2 FEMIRIFAIRERFERE -u3d -o ItHIZHFRYEER

o xﬁzﬂ,ﬂﬂ:? f#EFVirbox Protector {FFI&273:" Can not find the license”, NEFTS:

/bins . /virboxprotector con '/h
/home/sense /Desktop/ssp.Particle
52018.1.9f1'
SenseShield Virbox [version: 1.5.0.108608]
Copyright(c) SenseShield Technology Co., Ltd. All rights reserved.

protect unity3d Particles2818.1.9f1 ...
Error (13000020): Can not find the license.

o IRBUFTIfE, fEMAVirbox Protector{RiFAEN, WERTR:

sense@sense:~/Desktop/fvir protector_1.5.0.1 bin$ ./virboxprotector_con '/h
ome/sense/Desktop/Particles2018.1.9f1' -u3d -o '/home/sense/Desktop/ssp.Particle
s2018.1.9f1"

SenseShield virbox [version: 1.5.0.10808]

Copyright(c) SenseShield Technology Co., Ltd. All rights reserved.

protect unity3d Particles2018.1.9f1 ...
Succeed.

Windowsap $1T
. EBRERFERAE, LA Linux EEREFRAH:

e {#FH Virbox Protector R T E4MEENM (k)

o HEMEENH, AJLERETEFAILNGRERF MR RIPREIH TR
o EALEMEENH, NRASRIFEARIALORE


af://n466

o FIFFEUREO, BEAEF|'virboxprotector_con.exe"BIERIERIR, BN
“virboxprotector_con.exe"iz{TAI EEEEENEE

dalone_1. 4.

Ltd. All rights res

o HMWARFENRER, MISETTRIREAR, FSERRRBHEHEARKEGTY

ap<: VirboxProtector_con.exefUI&E FTEMIRIFUREFIER -0 B SUFAIRER

o ZBEFRENFT], {EMVirbox Protector{f#IE4RR" Can not find the license”, WEFf:

) Ltd.

2. Unity3D ¥2FERAE

Unity3D fEA—MEFRRSUERE, FIEBRERAYRIFATRAR, $1%3 Windows, Linux #1 macOS
BRIUnity3D, FEXS Unity3D BNMBERHITHRIF, 3 Android SEERY Unity3D, FEXJ Unity3D
/Y apk ##T{RF, LA Android Unity3D J3:

e {#FH Virbox Protector R T E4MEENM (k)

o FIF&IREN, BEAE|'virboxprotector_con.exe FIERIRIE, BB
“virboxprotector_con.exe"iz{TA] EEE SR

o HWARFEMNER, MUFTNEFTRIRTIRARE, SEKRKFBHEERDIT
#ps: VirboxProtector_con.exefUi&E HBEMIRIFAIREFIZER -u3d -o HiHI4HRIIRE

o GBEREENFT], {FH Virbox Protector {RIFIGIER" Can not find the license”, WEFI~:



af://n510

NET fEFFiLx

BhkRP
BIWEAE (NET)

1 net M ABERERMNEHEERGE, SHFNISRRANE.
(RIPR R
o (RIPEI, MERTR:

(=]

0
=t 7 {ul005%b\ul0034t\wi\ul003\ul0033ul0i02’ ,
033t \ul003vu00021tyul001”

45

Virbox Protector BE4EINRE, HizOBIAE E4E", FHIFEHGE/INERMAMIRITHY, BHEIEME
FRRENBSERM T INE, BRSNS ARSEEMERER Tk, B INERSRTHEIER
T 4.

[RiE

BRIRINBREEES T8HES, BRINEFAL (OEP) BifA7=iE, EITITR=ABRBAE
REMERIAR, FHiTEEEFRF, FEFEERIET.

Ihae
BB RamIE, PILERERRARFTHNT .
o s

1. BEEEI—REINRPEER, TSEIEFIONG. SRR EEs.
2. SEATIERS, (UERSFRMEATE IO AERAE,
. B
1. FRIBTREIE, RIBRSEIERAER, L Dump,
RIFARE
o (RIPET, MEFRR:


af://n510
af://n511
af://n512
af://n522

xmltest. Progzram

e RiFlE, WERMTR:

G xmltes

4z

ElREER

1. BEFR(StrongName)fsi NETHRLII—FRIQIENH, EEEIEIRRMAFITRRIEE.

2, BRI A SEREREENRIFE MEIIRE HRIEBINFEEREAR),
IRERIH R,

3. BEGRINT BEFRAEF NI EARMGREMR, FEINTEEN NGRS,

R ERIP
fXEBINZE (.NET)

R

IEINE R ERISUERA, BRESEFOHINE, T REAEEFRITHIRIFG .
Ihae

BERRZS, BHLEE#RE Dump,

*
1. BITHES, JLFRBMEERE.
* R
1. BETRSRE, MEZREZRON.
RPARE

o {RIFEI, WERFTR:


af://n544
af://n548
af://n549

a

> list = Li,

((Direction)i);
i+ point. X,

= list[0].

vo__DisplayClass10();

AvoidDead() : void

0010 0007_u0010_u000 ub0oF = ¢
]

KBNS ARZIFRE

XY CHAZ IR R EAIRIF S U CRB NGRS, INFRRITRR B0 AR IF R ENR E T EASTSAYRIFTS
=, IBRIEREUEREAREE S RIFTIN. [0XA000A000T'HIIER, LATHIHARBHASZHE]

o (ERA (REMEE) AIAFEFSTIIE System. ValueType
o ZRSIEREASHF

o C++ .netfi3zdF

o BIFFAATE

o LS TH;

o BASEIAST

iSRS

[RiE
RIGBBIFEIES, RIETENERONRE, BIRm—FINEE L5, BTSRRI,
Virbox Protector 32533 x86/arm/.net il RFIESHITIRIB.
IIRE
HELRIRIES , FhLEERESoHT.
o ffim
NY3) L E


af://n584

o B
1. BITHERREIREK, RIFREARS.
RPARE
o {RIFRI, WERFTR:

¥ X CalBlank{int32, int32) : int32

-method
CalBlank

fyoidDeadiuto: : InitPoints ()

Unity3D E={RF
INEE

1. % Unity3D IR C# RASHTINE, BhLL¥FRFIRIRE.
2. AILURIMEREESIY, BIManaged B R FEEFRICH 2L,


af://n607
af://n608

fEER .
QExizE HAER ) IR
uav_bin

TR v ERE +

UAV_Dats/Managed/AssenblyCSharp. d11 x
UA¥_Data/Managzed/VserCenter. d11 x
v HtiER
Fih T ) ssp. uar_bin
v E
v Eifitism
TEMEEET O
1 PTRER O
MRS O
v d= I#IﬂDSPrntector‘
= 0805008080000 88 800808808080 00008%
C: AUsers/test/Desktop/sample/Uni ty3D_Win_x86x64/ uav_bin Uni 30

3. HUEEERFINIEEIE R ERRE, A Unity3DARAIEIFS I TINE R,
(E] BRINFRTEERNINEEAIEEN R,

D Virbox Protector x64 (1.5.3.11719) - O X

XE BF EE BE B2 E3
BHRIRE

r_-_' F@, F@i e anse. con. on YR
THZH  EhRL GEREEE  SiEdmE  fiPmEnE EiiEE
XH/ER
OExzE & B8R )RRV EENE
Bal12019. 1. 02 mone_xf4
oAt O =R EHENEIAEEEE)
szt

iy -
Example Project_Datafzlobal gamemanagers
Example Project_Datafglobal gamemenagers. assets
Exaaple Project_Datailevell
Exaaple Project_Dataflevell
Exsaple Project Dataflevell. resS X
Exaaple Project_Data/levelll
Example Project_Data/levelll. resS
Exsmple Project_Data/levelll
Example Project_Dataflevelll resS
Exaaple Project_Dataflevel?
Example Project_Dataflevel?. resS
Exsaple Project Dataflevel3
< i i

C:fUsers/test/Desktop/semple/Uni ty3D_Win xB6x64/Ba112019. 1. 02 mono_x64 Vni £330

RIFIRIE

1. f##T Assembly-CSharp.dll BIASZ4:, ¥ function #EHRE IL (RS,

2.8 IL KBTI, EHRESEASRMINER, FFEIASHF,

3. WNER{ER LM RANEYFS, NNAEZE (SRR EE.

A, FERFERFRAERY Assembly-CSharp.dil BIASZE, IWETFrERIBESLWINE.

5. 33 Unity3D A9 .NET iz17HIEE mono BTN, ENZIET NET F5iER0REF#H1T hook,

6. #E hook fXEBXY Assembly-CSharp.dil B975A#R%, EFRTIFEMFHI mono HEIRIRIATIZ
.

RIFHRE
1. TE Assembly-CSharp*.dll BIASHHIFIFRIRE,
o {(RIFEI, WERTR:


af://n746
af://n626

#0Ow) =EH) @ ©

* X Start( :void X

sOW) =8H ©

~ X Start) :void X

[Metho

2. Unity3DBRAHAYRIPRER, ITILMERREZETIEfI: AssetStudio)xJUnity3DEEH{ITRIFEER
E— TR,

o JRIAUNity3DEIRM M RImIFER, WIEFR:



AssetStudioGUI - Roll A Ball - 2018.2.4f1 - StandaloneWindows64

File Options Model Export Filter Type
Soene Hierarchy  Asset List Shader "Hidden/Internal-DeferredReflections™ {
Filter Properties {
srcBlend (™", Float) = 1
Hame Tupe “DstBlend E Float; -1
StandslonsTnputlodul e MonoBehavi our 1
StandaloneTnputilodule 4554 MonoBehavi our S::z:a?er {
Text MonoBehavfour Zurite OFf
Text #5286 MonoBehav?our GpuProgramID 19311
Text HBES MonoBehavi our Program "vp"
Timer MonoBehavi our SubProgram “d3d1l " {
Winlleteotor MonoBehavi our 7
GUT_Text Shader Shader // Generated by Microsoft (R) D3D Shader Disassembler
Hidden BlitCopy Shader I
Hidden_BLi tCopyDepth Shader I
Hidden_FlitCopy¥ithlepth Shader // Input signature:
Hidden_BlitToDepth Shader i
Hidden_E1i tTollepth_MShh Shader // Name Index Mask Register SysWalue Format Used
Hidden Compositing Shader
Hidden_ConvertTexture Shader (it FISEE @ 7w 8 O
13 dder,_CubeBland Shader // NORMAL e oz 1 NONE  float xyz
i dden_CubebLur Shader "
Hidden_CubeCopy Shader - .
1 dden_PrameDebuzzerRenderTarzetDisplay  Shader ;; Output signature:
tidden, Internalllesr Shader [/ Name Index Mask Register SysvWalue Format Used
Hidden_Internal-Colored Shader 7 2 —
Hidden Internal-CombineDepthNormals Shader // SV_POSITIO @ xyzw 8 POS  float xyzw
Hidden_Internal—CubemapToEquirect Shader // TEXCOORD @  xyzw 1 NONE float xyzw
3 // TEXCOORD 1 xyz 2 NONE  float xyz
Hidden Internal-DeferredShading Shader I
Hidden_Internal-DepthHormalsTexture Shader vs_4 @
}{idden:InternalErrI:rS}.ader Shader ch_Eonstantbuffer CBB[3], immediateIndexed
i 4 dcl_constantbuffer CB1[g], immediateIndexed
ﬁ::::::i::;:i—g%;;:undedkect z::::; dcl::onstantbuffer CBZL&%, immediateIndexed
Hi dden_Tnternal-GUTTexturs Shader dcl_;onstantbuffer CB3[21], immediateIndexed
Hi dden,_Tnternal GUlTextursBli t Shader del st Wi
14 dden,_Tnternal<GUTTaxtureClip Shader jz}-z:z“:t";\’?ée o vosition
Hi dden_Internal—GUITexturaCLipText Shader dcl_outEut_ol,xyz;mxy ERE
Hidden_Internal-Hale Shader -
Hidden_Internal-MotionYectors Shader

I —

e XjresS. assetsfresourceZFEXIHHITIRIPENRBFEIR, WEFR:

File Options Model Export Filter Type
Sceme Hierarchy  Asset List PPtr<GameObject> m_GameObject
Filter int m_FileID = @
int64 m_PathID = 6
Hame Type 5. UInt8 m_Enabled = 1
MonoBehariour #202 MoneBehaviour 60 PPtretonoScript> m_Script
MonoBehaviour #201 MonoBehaviouwr 268 i:tsz_:-li:igl; i =
MonoBehav?our #200 MonoBehav?our 26 string m_Name _un
MonoBehavionr #1299 MonoBehaviowr 76 -
MoneBehavionr #1968 MonoBehaviour 44
MonoBehaviowr #197 MonoBehavionr B2
MonoBehavionr #174 MonoBehaviowr 32
MonoBehavionr #173 MonoBehavionr 64
MonoBehavionr #172 MonoBehaviouwr 268
MonoBehaviour #171 MonoBehaviour 44
MonoBehaviouwr #170 MonoBehavionr 40
MonoBehavionr #1639 MonoBehaviour 44
MonoBehavionr #1658 MonoBehaviowr 32
MoneBehaviour #167 MonoBehavionr 75
MonoBehaviowr #1668 MonoBehavionr 44
MonoBehavionr #165 MonoBehaviowr 96
MonoBehavionr #164 MonoBehaviouwr 40
MonoBehavionr #163 MonoBehaviowr 36
MoneBehavionr #162 MonoBehaviour 44
MonoBehaviour #161 MonoBehaviour 264
MonoBehavionr #160 MonoBehaviouwr 40
MonoBehavionr #1539 MonoBehaviowr B2

AndroidiEF{FRH

BiEapkiEF

1. $XIEEapkiER, BEIFapkiEE,

7TNe

-

PRFEXI S 4kIib B R T HIsoFEER IR TR

1TIRIF, GNERT


af://n752
af://n636

» apktool » android_toutiao776 » lib » armeabi-v7a v O | BE"armeabi-via’

£#x ) EHEH =S o

D libad.so 2020/5/13 15:10 SO 668 KB
| ] libBugly.so 2020/5/13 15:10 S0 3 437 KB
| ] libgetuiext3.so 2020/5/13 15:10 SO 3¢ 1,060 KB
D liblnnoSecure.so 2020/5/13 15:10 SO 3E 447 KB
D liblnnoSo.so 2020/5/13 15:10 SO 34 1,849 KB
| ] libNativeExample.so 2020/3/13 1310 SO 3{F 528 KB
| ] libpl_droidsonroids_gif.so 2020/3/13 15:10 SO x{F 322 KB
| ] libsgmain.so 2020/5/8 16:04 SO = 382 KB

2, (RIPSEAIE, XX ET TR SBRRAA,
Android Unity3D

EHFUnity3D4miEIRATIERAIMonofIL2CPPIER,, FIFMFEIFARAE.
e monof&=

1. FeiAndroid Unity3D apkfiEE, BEILEER, MNEF=:

test » =@ » apktool » angrybots5.5.3 » lib » armeabi-v7a v O | EF"armeabi-v7a"
S ER EdHER ] o
D libmain.so 2020/5/20 11:43 SO ZiF 19 KB
D libmonao.so 2020/5/20 11:43 SO ZiF 3,675 KB
[ libunity.so 2020/5/20 11:43 SO i 16,395 KB

2. ERIbERTFaHlbmono.sofE, BBPABBEUNIty3DIRBATRIEEIEMoNO, AT apkis
ANESHTIE. WERR:

Virbox Protector x64 (1.5.3.11719) — [m] X
M FF O EE 5% B2 E =
) . ]
[ @ @ \\9 1\\4_? MiS: husngeq@zense com. cn SE§
THIN REAPEE  REREEE  RPEPRE  RPRENE i

iFER
2 QEFEE O R ) piEsE U RS
angrybots5 5. 3. apk

TR @O BE GERIEIHAEEEE
SRhi

it ~
aszets/bin/Data/BI027EE2 fderd2 TE01bOIELECOTETEa

aszets/bin/Data/ab07963060£340085 f5bIe0eZ05be el
assets/bin/Data/clceb236143 f4ecB0b 7642115605 eda
assets/bin/Tatas/e7189246507424912932643:3012b 1
assets/bin/Data/global zamemanagers
assets/bin/Data’global zamemanagers. assets
assets/bin/Data/levell

assets/bin/Data/levell. split
aszets/bin/Datalevell. splitl
aszets/bin/Datelevell. splitil
azzets/bin/Data/levell. splitll
assets/bin/Data/levell splitl?

PSR, . PRAY, PR | ST
<

WO X X X X X X X X X X X

C:/Uzers/test/Tecktop/sample/Uni ty3D_Android_srm/angrybot=5. 5. 3. apk Uni ty3D


af://n640

3. FILAEEERBENZEI S SRR, FAXGUnity3DHASE RS HITINERR,
4, MERINESERSssp.apk, AREFFXIIIFERNssp.apki#T8RFTE, AREIEERE.
o IL2CPPHEZL

1. Fef8Android Unity3D apkfiglE, EEIbEER, MEFR:

» =M@ » apktool » android ilZepp » lib » armeabi-v7a v O EE"armeabi-vTa
= B HER =H o

| | libdun.so 2020/4/14 15:06 S0 i 1,734 KB
| ] libil2epp.so 2020/4/14 15:06 SO 30l 14,219 KB
| ] ibmain.so 2020/4/14 15:06 SO X 351 KB
| | libunity.so 2020/4/14 15:06 SO 30l 9172 KB
| ] libxlua.so 2020/4/14 15:06 SO 3rf% 1,387 KB

2. E2IiIbERTEEIibil2cpp.sofE, BRAIRBAUNity3DIRZIEIMAHEGIRAEIL2CPP, ATEETibE
R FHIsoFEER TR,

3. RIFsERkfE, XHREHTIRE BRI,

Java IEE{RIF
IR jar GIRE

{5/ Virbox Protector TERTLABEZXIARFEEZRRY jar @#ITINZER.

(=] £&FA Java {EZEH jarfd, i&5(8FE DSProtector BHTIRIP, BB EFIERIRIEESE1IT
NHEEBERTH (DS.pdf) .

METRIE

o [jarBEATRS, EEHITRIF.
o {(RIPEINIRSERSHR sjt i

FBEE > AMEREE (C) > AP » test » =M » sample » java

£ ) EHAS == ol

| £ ClockDemo.jar 2017/8/17 15:28 Executable Jar File 3 KB
| ClockDemojar.ssp 2020/6/1 9:52 SSP 3T 1KB
| %) ClockDemo.ssp.jar 2020/8/1 9:52 Executable Jar File 3 KB
|%] sjtzz.dll 2020/6/1 %52 R RERFTE 233 KB
|7 sjt6d.dll 2020/6/1 9:52 NEERETE 313 KB

o EITINRERRER (RRGE, 1BHE—)
1. -agentpath:sjt64.dll, #5%E sjt64.dll fYE&TE, EKIARS ClockDemo.ssp.jar B—HR.
2, JavahRAER 32 (ufY, £ sjt32.dll; Java iRAER 64 (7AY, {£A sjte4.dll,

<17 java -agentpath:sjte4.dll -jar ClockDemo.ssp.jar

G4, d11 -jar



af://n658
af://n659
af://n662

WA war E{RIP

{§EA8 Virbox Protector TERJLABEEXIREAEZRIwWar&HTINZERIF,

[EE]) H®IPERwar@REEE Windows & HiafT, EFBIEZER war €, 15§ DSProtector i#
TRIP, BARRERENERIRBIESE L SGEREBE R TAY (DS.pdf) .

BT
o HwartliEATHS, EEHTR,
o RIPIERERIRSUELE.

FElE - EHEREES (C) » BF » test » =@ » sample » test

e

ﬁ-i

1}

8 ample.sspwar
| sample.war

| sample.war.ssp
[#] sje32.dll

|#] sjead.dll

fERTHER =H Foi

2019/12/16 11:23  WAR 3z 5 KB
2017/6/26 10:55  WAR Iz 5 KB
2019/12/16 11:23  SSP STi 1KB
2019/12/16 11:23  REREFE 536 KB
2019/12/16 11:23  RERErE 654 KB

o AfFFTomcat R TINERIFEEER, FTEBHRIFEH sample.ssp.war FIAZE .\apache-
tomcat\webapps X{43e, £ .\apache-tomcat\bin\catalina.bat BCE sjt &, WEFf:

PMECETTE, BHE—:

1. setJAVA_OPTS=-agentpath:sjt64.dllgkset JAVA_OPTS=-agentpath:sjt32.dll, ¥
sjt32.dllgksjt64.dIIE W Fjdk\bingkjre\bin B R+,

2. setJAVA_OPTS=-agentpath:C:\Users\test\Desktop\sample\test\sjt64.dlIgset
JAVA_OPTS=-agentpath:C:\Users\test\Desktop\sample\test\sjt32.dll, F§ESjtFEHIIER,

FEEEN.

a catalina hatfd |
S goto java_dir displayed
126 iuse jdk

127 echo Using JAVA HOME: " HJAVA HOME%

:java dir displayed
echo Using CLASSPATH: "%

131 =set EXECJAVA=% RUNJAVA%

t32 set HAINCLASS=D;g. apache.catalina.startup.Bootstrap

set ACTICN=start
set SECURITY POLICY FILE=
set DEBUG OPTS=

r:set JAVA OPTS=-agentpath:C:\Users\test\Desktop\samplehtest\sjté4.dll E&jg;"ﬁsjtl‘:iﬁ:f*g

set JAVA COPTS=-agentpathisjtéd.dll
iiset JAVA OPTS=-agentpath:sjt3z. leJ

if not ""#1"" = ""jpda"" goto nodpda
set JPDA=jpda

set JPDA T RANEPORT=dt_SDc ket

—- me=rasjti2.diiEsdjed.diifA Ejavali EfbinBR F.

if not "3JPDA TRAMSPORT®%"™ — "" goto gotJpdaTransport

e =17 .\apache-tomcat\bin\startup.bat, M5 http://Tocalhost:8080/sample.ssp IE

Hiz{TRIA,

Python/PHP &l AFiES{RIF



af://n680
af://n683
af://n699

IB2ERBR TR (DS.pdf) 3,
R
DR SRR R B AR

o [QJTFIA: FRANMFKIENTFAEREGHITIIG, AMINEEHERE 360 ERFREANER
B4,
o fRRFIER: 123 360 IAIE
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